Colby Remote Access Server
Colby Remote Access Server (RAS) is a way to gain access from external IP address to
internal ITS resources like file shares, printing and Remote Desktop. We are using
Microsoft Server 2003 Routing and Remote Access server while investigating packages
to facilitate an increase in security. This is currently in prototype mode.
What follows are crude instructions on how to access the Colby RAS.

Windows XP

Right-click on My Network Places (on the desktop) and click Properties.

Double-click on "Create New Connection" and click Next... to get through the
introduction.

New Connection Wizard

welcome to the New Connection
Wizard

This wizard helps you:

* Connect to the Intemet.

* Connect to a private network, such as your workplace
nistwork.

To connect ko a wireless netwark, view kil
inrange.

To continus, click Next

HNext > Cancel |

Click on "Connect to the network at my workplace" and click Next.

New Connection Wizard

Network Connection Type
“What do you want to do?
" Connect to the Internet
Connect to the Internet so you can browse the ‘Web and read email.

¢ Connect to the network at my workplace
Connect b a business network (using diakup or WPM] so you can wark from home,
a ftield office, or another location.

" Set up an advanced connection

Caonnect directly to anather computer using your senal, parallel, or infrared port. or
set up this computer so that other computers can connect to it

<Back Next > Cancel |

Click on "Virtual Private Network connection" and click Next



New Connection Wizard

Network Connection
How do pou want ko connect to the netwark at your workplace?

Create the fallowing connection:

" Dial-up connection

Connect uzing a modem and a regular phane line of an Integrated Services Digital
Network ISDN] phone line:

* Virtual Private Network connection

Cannect ta the netwark using a virtual private netwark [VPN) connection over the
Internet.

< Back I Nest » I Cancel

Enter a name, I suggest "Test Colby RAS" and click next.

New Connection Wizard

Connection Name
Specify a name fiar this connection ta your workplace.

Type & name for this connection in the following box

Company Mame

Test Colby RS

Foor example, pou could type the name of your workplace or the name of a server you
will cormect to.

< Back I Nest » I Cancel

Click "Do not dial the initial connection" and click Next.

New Connection Wizard

Public Network
‘Windows can make sure the public netwark is connected first,

Windows can automatically dial the initial connection to the Intemet or ather public
hetwark, before establishing the virtual connection,

Do not dial the initial connection

1 Automatically dial this initial connection:

I ]

< Back I Nest » I Cancel

Enter the "VPN Server Selection" name as vpn.colby.edu

Click "Do not use my smart card" and click next.



New Connection Wizard

Smart Cards
You can uze your smart card with this connection,

“fou can configure this connection to use wour smart card ko log you into the remote
network. Select whether to use pour smart card with this connection

" Use my smait card

< Back Mext » Cancel

Click "My use only" for Connection Availability.

New Connection Wizard
Connection Availability
You can make the new connection available to any uzer ar only bo vourself.

A connaction that is crested for your use anly is saved in your user account and is not
available unless pou are logged an.

Create this connection far.

 Anyone's use

<Back HNext > Cancel |

Click "Add a shortcut..." and click Finish to complete setup.

Completing the New Connection
Wizard

“fou have successtully completed the steps needed to
create the following connection

Test Colby RAS 2

The connection will be saved in the Network
Connections falder.

v ihdd 2 shartout ta this connection 1o my desktap:

To cieate the connection and close this wizard, click Finish.

< Back Finish Cancel

To Connect to RAS

Open shortcut "Test Colby RAS" and enter your Colby username and password then click

Connect.



Connect Test Colby RAS 2

User name: |chamusm|

Bassward: Innnnn

™ Save this user name and password for the following users:
& bz only

= Anyone who uses this computes

LConnect I Cancel | Plgpelt\esl Help |

Macintosh OS X

To create a new connection, open the application Internet Connect which lives in the
Applications folder.

Under the File menu, select "New VPN Connection..."

/ Your computer needs to be set up to make VPN connections.
To continue with setup, choose which kind of VPN you'd like to configure,
\ and then click Continue. Check with your network administrator if you are

unsure which to choose.
C L2TP over IPSec
@ pPTP

The next window appears which requests authentication (need screenshot, and may not
happen to all since my main account isn't an admin account).

Now enter server address of vpn.colby.edu, username and Colby email address. Click
connect and if you have an active internet connection you should be connected.

If you check the "Show VPN status in the menu bar button" it is easier to access future
connections.

006 VPN (PPTP) (=)
@ = 0 A&

Summary AirPort Bluetooth VPN (PPTP)

PPTP

Canfiguration: | Other = ]

Server address: 137.146.215.2

Account Name: surelyyoujest

Password: sssssssssssssssesl |
@ Show VPN status in menu bar

Status: Idle (" Connect )

To open future connections, select the VPN icon in the menubar select Connect or open
"Internet Connect", select VPN (PPTP), enter password and click connect.



